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Device Vulnerabilities

# CVE Vulnerabilities - Identified Across Your Devices

Most Critical Application

CVSsS
274.5
CVEs
36

Worst Server

CVss
12

Vulnerable Devices

Device
DESKTOP - Gla- 162451

Wong Hull

LAPTOP - Gla - 56967

Bridget Mitchell

DESKTOP - Gla- 158145
Kay Fry

DESKTOP - Gla - 150762

Mullins Lindsey

LAPTOP - Gla-7774

Austin Pacheco

80 B0 08 80 6O

photoshop

adobe
2 Versions

DESKTOP - Gl..

Server
Kay Fry

Cvss

CVEs

Worst CVE Vulnerability

CVSssS
9.8
Devices
1
Worst Workstation
CVSS
367.3
o
s .-
50
Vulnerable Apps
Application CvVss
® Photoshop
adobe
® Python
python
® Firefox
mozilla
® Odbc Driver For Sql ..
microsoft
® Git

git-scm

CVE-2022-23521
git
git-scm
DESKTOP - Gl..
WorkStation
Wong Hull
Vulnerable CVEs
CVEs CVE
A CVE-2022-23521
git
A CVE-2022-48565
python
A CVE-2024-7519
firefox
A CVE-2022-28270
photoshop
A CVE-2022-28271

photoshop

Devices 39

3

Critical

12

High

14

Medium

Ccvss

27

EPSS

0.01
0.00
0.00
0.00

0.13

Devices




Antivirus and Windows Defender

s= Windows Defender

No Antivirus

CA&

No Ransomware

55 66

© Third-party AV (3)

No Real-time Protection

Q of 82

Open Firewalls

o 1

No On Access Protection

Q of 82

Threats

€ 1

Devices 82

0

Active Threats

0

Pending Defender Updates

Disabled Need Updates No Data Available
of 3 Q of 3 A 0
Threats No Antivirus Protection @
PUABundler:Win32/FileZilla_Bundlelnstaller No data available
KnownBad Invalid
No Real Time Protection No On Access Protection 1
(] DESKTOP - Gla - 194233 O DESKTOP - Gla - 194233 b!

= Ruth Morales

® &

— Ruth Morales




2 Windows Updates

Critical Updates

RollUps

&

Security Updates

0

DESKTOP -Gla- 168161
LAPTOP - Gla- 77643
DESKTOP - Gla - 142944

LAPTOP - Gla-45773

A0 B0 80 00

DESKTOP - Gla- 117332

Randall Brooks
Kay Fry

Torres Cox
Jensen Foster

Mullins Powers

Security Updates

Q

Drivers

i

Critical Updates

O LAPTOP-Gla-18140 Wong Hull

\

Reboots Needed

Latest Updates

Devices

41

Other

No data available

81




@ Azure/ 365 MFA Status

Users without MFA Guests without MFA Global Admin without MFA 352

ag O ac 18 =T

12

Disabled Accounts

Enabled Users without MFA Global Administrators ( Enabled Guests without MFA

Rachel Woodward Connie Phillips Lydia.Marsh@GlassesDistribution.com
z Gale Williams @ z Gale Williams & Gale Williams

02/08/2024, 16:58:10 09/01/2024,16:33:14 27/03/2021, 14:00:43

Ruth Cannon Susanne Sandoval Mclean.Perkins@GlassesDistribution.com
: Gale Williams @ z Gale Williams @ : Gale Williams

19/12/2023, 18:29:25 09/08/2024, 19:00:38 27/07/2023, 23:18:01

Randall Spears Hallie.Delgado@GlassesDistribution.com
; Gale Williams @ ; Gale Williams

14/05/2024, 09:15:00 25/07/2024, 14:54:31

Kay Fry Mcclure.Norris@GlassesDistribution.com
; Gale Williams @ z Gale Williams

28/07/2024, 02:02:50 10/07/2024, 19:38:44

Bridget Maddox Chase.Puckett@GlassesDistribution.com
z Gale Williams @ ; Gale Williams

26/06/2024, 14:03:31 22/04/2024, 02:59:09

® ® ® ® @




2 Windows Data / Disks

Unencrypted Servers

3 (66%
-

2/3

Shared Folders

26

Unencrypted Servers
[ DESKTOP - Gla- 103187
Kay Fry

=
=  LAPTOP-Gla-77643
= Kay Fry

Unencrypted Workstations

34%

Disks with Low Space

B4

Unencrypted Laptops

LAPTOP - Gla - 56967
Bridget Mitchell

8l

Unencrypted Laptops

-

USB Disks

¥ 0

1/49

Low Disk Space

B0 60 B0

fio

DESKTOP - Gla - 117332

Mullins Powers

LAPTOP -Gla- 18818
Bridget Mitchell

DESKTOP - Gla - 196357

Gwen Page

LAPTOP -Gla - 56967
Bridget Mitchell

Devices 82

29

Unencrypted

4

Low Space

4

Sharing

11.3 GiB @ERD
12.0 GiB @EED

9.7 GiB @EED
42.7 GiB @EED




Devices

O Windows Hardware
82

Servers Workstations EOL OS

@ Status

Agents Agentless



Device Vulnerabilities by Device

0 B0 B0 B0 00 6O @O

fio 60 O 6O O B0 OO

0

Name

DESKTOP - Gla - 162451

LAPTOP - Gla - 56967

DESKTOP - Gla - 158145

DESKTOP - Gla - 196357

LAPTOP - Gla - 85363

LAPTOP - Gla-17816

LAPTOP - Gla-7774

DESKTOP - Gla - 176356

DESKTOP - Gla - 182355

DESKTOP - Gla - 116208

DESKTOP - Gla - 116208

DESKTOP - Gla - 150762

LAPTOP - Gla - 55851

LAPTOP - Gla - 55851

DESKTOP - Gla - 119504

User

Wong Hull

Bridget Mitchell

Kay Fry

Gwen Page

Diaz Gonzalez

Torres Cox

Austin Pacheco

Daphne Cannon

Estes Harvey

Moore Matthews

Torres Cox

Mullins Lindsey

Torres Cox

Torres Cox

Keller Nicholson

Operating System

Microsoft Windows 10 Enterprise

Windows

Microsoft Windows Server 2019 Datacenter

Microsoft Windows 11 Enterprise

Microsoft Windows 11 Enterprise

Windows

Microsoft Windows 11 Enterprise

Microsoft Windows 11 Pro

Microsoft Windows 10 Enterprise

Microsoft Windows 10 Enterprise

Microsoft Windows 10 Enterprise

Microsoft Windows 11 Pro

Microsoft Windows 11 Enterprise

Microsoft Windows 11 Enterprise

Microsoft Windows 11 Enterprise

Last Seen By Agent

31/07/2024, 03:45:15

12/03/2024,21:33:39

14/08/2024, 07:46:49

14/08/2024, 06:41:37

14/08/2024, 06:00:59

16/03/2024,01:12:19

09/08/2024, 18:43:51

23/07/2024,14:10:31

06/08/2024, 20:26:04

28/05/2024, 22:37:31

07/08/2024,22:41:57

02/08/2024, 09:59:09

05/08/2024, 06:51:26

14/08/2024,01:02:38

13/08/2024,16:56:19

cvss

367.3

347.4

943

7.5

15.0

9.0

18.8

73

7.5

7.5

85.7

7.5

7.5

CVEs

50

48

12

14

Critical

1

Medium Low



Device Vulnerabilities by Application

Name Vendor Versions CVsS CVEs Devices Devices CVSS Critical High Medium Low
® photoshop adobe 2 274.5 36 2 293.3 1 17 2
D python python 3 120.6 19 2 128.1 1 6 E
D git git-scm 1 74.9 10 1 74.9 1 7 -
D firefox mozilla 2 94.3 12 2 98.6 1 7 -
® mysql_installer oracle 1 7.9 1 1 7.9 - 1 -
D gimp gimp 1 13.3 2 1 13.3 - 1 -
@ powershell microsoft 1 5.9 1 1 5.9 - - B
@ mysql_shell oracle 1 2.5 1 1 2.5 - 1
® putty putty 3 25.8 4 L5} 49.4 - 1 -
® odbc_driver_for_sql_server microsoft 1 76.7 10 1 76.7 - 9 -
® zoom zoom 1 231 3 1 231 - 2 -
® .net_core microsoft 1 58.4 9 1 58.4 - 5 -
® postgresql postgresql 1 7:5 1 3 22.5 - 1 -
D edge microsoft 2 14.9 3 4 26.7 . - -
® media_encoder adobe 1 344 5 1 34.4 - 3 -
® pycharm jetbrains 3 7.5 1 3 30.0 - 1 -
® webadvisor mcafee 1 7.3 1 1 7.3 - 1 -
® project microsoft 3 0.0 1 25 0.0 - - 1
D hid_event_filter_driver intel 1 22.9 3 1 22.9 - 3 -
® tomcat apache 1 62.8 10 1 62.8 - 5 -



Vulnerabilities by CVEs

B B> B> > B B P> P> P B B> P> D> B P> P>D> PP P

CVE

CVE-2022-23521

CVE-2022-48565

CVE-2024-7519

CVE-2022-28270

CVE-2022-28271

CVE-2022-28272

CVE-2022-28273

CVE-2022-28274

CVE-2022-28275

CVE-2022-28276

CVE-2022-28277

CVE-2022-28279

CVE-2022-23205

CVE-2022-24105

CVE-2022-39260

CVE-2023-38169

CVE-2023-43586

CVE-2020-0605

CVE-2024-7520

CVE-2024-7521

Application Name

git

python

firefox

photoshop

photoshop

photoshop

photoshop

photoshop

photoshop

photoshop

photoshop

photoshop

photoshop

photoshop

git

odbc_driver_for_sql_server

zoom

.net_core

firefox

firefox

Description

Git is distributed revision control system. gitattributes are a mechanism to allow defining
attributes for paths. These attributes can be defined by .. ...

An XML External Entity (XXE) issue was discovered in Python through 3.9.1. The plistlib
module no longer accepts entity declarations in XML plist fil.. ...

Insufficient checks when processing graphics shared memory could have led to memory
corruption. This could be leveraged by an attacker to performas.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbi.. ...

Adobe Photoshop versions 22.5.6 (and earlier)and 23.2.2 (and earlier) are affected by a
use-after-free vulnerability that could result in arbitrary c.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbi.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbi.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds read vulnerability when parsing a crafted fil.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbi.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbi.. ...

Adobe Photoshop versions 22.5.6 (and earlier) and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbi.. ...

Adobe Photoshop versions 22.5.6 (and earlier)and 23.2.2 (and earlier) are affected by a
use-after-free vulnerability that could result in arbitrary c.. ...

Adobe Photoshop versions 22.5.6 (and earlier)and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbit.. ...

Adobe Photoshop versions 22.5.6 (and earlier)and 23.2.2 (and earlier) are affected by an
out-of-bounds write vulnerability that could result in arbit.. ...

Git is an open source, scalable, distributed revision control system. “git shell” is a
restricted login shell that can be used to implement Git's pus.. ...

Microsoft SQL OLE DB Remote Code Execution Vulnerability
Path traversal in Zoom Desktop Client for Windows, Zoom VDI Client for Windows, and
Zoom SDKs for Windows may allow an authenticated user to conduct .. ...

A remote code execution vulnerability exists in .NET software when the software fails to
check the source markup of a file.An attacker who successful.. ...

A type confusion bug in WebAssembly could be leveraged by an attacker to potentially
achieve code execution. This vulnerability affects Firefox < 129.. ...

Incomplete WebAssembly exception handing could have led to a use-after-free. This
vulnerability affects Firefox < 129, Firefox ESR < 115.14, Firefox .. ...

Application Vendor

git-scm

python

mozilla

adobe

adobe

adobe

adobe

adobe

adobe

adobe

adobe

adobe

adobe

adobe

git-scm

microsoft

zoom

microsoft

mozilla

mozilla

Cvss

9.8

9.8

9.6

9.3

9.3

9.3

9.3

9.3

9.3

9.3

9.3

9.3

9.3

9.3

=]

o

Vulnerable Machines



Core Antivirus Data

Type

a0

i0 0 B0 B0 @O 0O

fi0 60 B0 BO 00 6O BO OO

G0 0 B0 B0 @O

Name

LAPTOP - Gla - 56967

LAPTOP - Gla-17816

LAPTOP - Gla - 14392

LAPTOP - Gla- 61702

DESKTOP - Gla- 124131

LAPTOP - Gla - 99603

LAPTOP - Gla-97136

LAPTOP - Gla-71281

DESKTOP - Gla - 170283

LAPTOP - Gla - 55851

LAPTOP - Gla-77643

LAPTOP - Gla-7210

DESKTOP - Gla - 193290

DESKTOP - Gla - 102783

LAPTOP - Gla - 66967

DESKTOP - Gla - 150330

DESKTOP - Gla - 120694

DESKTOP - Gla - 196504

LAPTOP - Gla - 66686

DESKTOP - Gla - 158145

User

Bridget Mitchell

Torres Cox

Bianca Brennan

Quinn Carter

Lilly Mckee

Ramirez Cox

Randall Spears

Torres Mullen

Herman Tate

Reid Kennedy

Kay Fry

Gwen Crosby

Fleming Weeks

Rachel Thompson

Ramirez Cox

Daphne Cannon

Daphne Cannon

Bridgett Duran

Leslie Puckett

Kay Fry

Last Seen By Agent

12/03/2024,21:33:33

16/03/2024,01:12:09

14/08/2024, 02:33:57

12/08/2024,20:27:44

13/08/2024,18:21:07

14/08/2024, 02:25:03

13/08/2024, 20:25:41

13/08/2024,12:35:55

14/08/2024, 00:04:28

14/08/2024,01:02:53

14/08/2024, 08:26:39

13/08/2024, 23:34:55

13/08/2024,17:55:07

13/08/2024,20:39:13

13/08/2024,20:38:17

08/08/2024,14:17:59

25/07/2024, 20:35:20

12/08/2024,17:20:10

12/08/2024, 21:34:01

14/08/2024,07:49:28

Seen within 7 days Enabled

Q

S
O 0 &0 @ 0 &0 0 & 0 0o 0o 09 9 @@ o o o a9 a

Updated Firewall

<
B

<
©@ 6 6 6 6 ©6 6 © 6 6 6 06 ©6 6 © 6 o e o

Threats

Third-party Av



Windows Defender Additional Data

Type

0

i0 0 B0 B0 MO 0O

[0 0 B0 00 60 B0 B0 @O

fi0 B0 B0 B0 B0

Name

LAPTOP - Gla - 56967

DESKTOP - Gla - 194233

LAPTOP-Gla-17816

LAPTOP - Gla - 14392

LAPTOP - Gla- 61702

DESKTOP - Gla - 124131

LAPTOP - Gla-99603

LAPTOP - Gla-97136

LAPTOP - Gla - 71281

DESKTOP - Gla - 170283

LAPTOP - Gla - 55851

LAPTOP - Gla- 77643

LAPTOP - Gla-7210

DESKTOP - Gla - 193290

DESKTOP - Gla - 102783

LAPTOP - Gla - 66967

DESKTOP - Gla- 150330

DESKTOP - Gla- 120694

DESKTOP - Gla- 196504

LAPTOP - Gla - 66686

Nis

Tamper Protection

X

Real-time Protection

On Access Protection

10 AV Protection

Behavior Monitor

Anti-Spyware

v

AmService

Ransomware

< X X X X X X

X X X X X X

X

X



Threats Table

DD D B B B B

Name

Ransomware Attack

Phishing Attempt

Brute Force Attack

SQL Injection

DDoS Attack

Spyware Detection

Trojan Horse

Type

Malware

Phishing

Intrusion

Web Attack

Network Attack

Spyware

Malware

Detection Time

11/08/2023, 22:56:40

11/08/2023, 23:56:40

12/08/2023, 00:56:40

12/08/2023, 01:56:40

12/08/2023, 02:56:40

12/08/2023, 03:56:40

12/08/2023, 04:56:40

Severity Active Executed

High

Medium

High

Critical

Critical

Low

High

User

Connie Pacheco

Gale Thompson

Kitty Brooks

Rush Tanner

Keller Barron

Tonia Maddox

Harvey Underwood

Device

DESKTOP - Gla - 133697

LAPTOP - Gla - 57295

LAPTOP - Gla - 44054

DESKTOP - Gla - 180340

DESKTOP - Gla - 120297

LAPTOP - Gla - 94257

LAPTOP - Gla - 87405



Windows Updates Table

Type Machine User Active Security Critical Reboot Rollup Driver Other Last Seen By Agent

.;E]’ DESKTOP - Gla- 168161 Randall Brooks = = = - 14/06/2024, 14:30:33
E LAPTOP - Gla - 77643 Kay Fry v s 1 S 1 14/08/2024, 08:26:19
.% DESKTOP - Gla - 142944 Torres Cox v - 1 - 3 14/08/2024, 10:39:59
.@3 LAPTOP - Gla - 45773 Jensen Foster v = = B = 12/08/2024, 20:36:35
ul;:]u DESKTOP - Gla- 117332 Mullins Powers v - - - 1 13/08/2024, 20:48:02
.% LAPTOP - Gla - 56967 Bridget Mitchell - - 7 1 12/03/2024, 21:33:33
.r;:]' DESKTOP - Gla - 173027 Craft Moore = o - 1 15/03/2024, 15:51:23
.% LAPTOP-Gla-18818 Bridget Mitchell & = - = 13/08/2024,17:33:03
.% LAPTOP - Gla - 18140 Wong Hull 1 2 = 2 30/01/2024, 10:16:53
% DESKTOP - Gla - 103187 Kay Fry v S 1 - 1 14/08/2024, 04:07:58
.% LAPTOP - Gla - 87687 Daphne Cannon - e = 1 27/06/2024, 00:23:36
.% DESKTOP - Gla - 142842 Lydia Brooks = - = 2 02/08/2024, 13:20:04
.% LAPTOP-Gla-91810 Leigh Underwood v - o - 4 1 12/08/2024,16:34:15
.l;lz LAPTOP - Gla - 16009 Jenkins Nixon v - # & S = 14/08/2024, 01:07:37
'l;ls LAPTOP - Gla - 85363 Diaz Gonzalez v - - - - - 14/08/2024, 07:00:57
.% DESKTOP - Gla - 156390 Bonita Fuentes - s & E E 18/07/2024, 22:12:56
.% DESKTOP - Gla - 184863 Quinn Bradshaw - = = = 1 13/08/2024, 13:39:13
.l;ls LAPTOP - Gla - 99603 Ramirez Cox v - - - - - 14/08/2024, 03:24:44
.g DESKTOP - Gla - 121666 Torres Cox v - - - - 2 13/08/2024, 13:44:56

LAPTOP - Gla - 23539 Reid Velasquez - - - - - 26/04/2024,12:21:39

fi0



Bit Locker Report

List of Notebooks and Laptops which are not encrypted

Type Model Letter Machine Name Machine Type Chassis Type User
Samsung SSD 860 EVO LAPTOP - Gla - Bridget

: 8 Laptop .
500GB 56967 Mitchell

List of Desktops which are not encrypted

Type Model Letter Machine Name Machine Type Chassis Type User
Mi ft Virtual DESKTOP - Gla -

‘|croso e D: a jm] Desktop Mclean Stone

i Disk 161474
Mi ft Virtual DESKTOP - Gla -

.lcroso rua C: @ =) Desktop Mclean Stone

. Disk 161474

g":f”" Virtual c LAPTOP - Gla - 14392 =1 Desktop Bianca Brennan
Microsoft Virtual DESKTOP - Gla -

e : o

Disk C: 173027 8 Desktop Craft Moore
Microsoft Virtual DESKTOP - Gla -

Q ) C: = Desktop 2
Disk 121666
Microsoft Virtual DESKTOP - Gla - Helene

Q ok m Deskt

Disk 153591 -~ eskiop Thompson
Microsoft Virtual

Disk C LAPTOP - Gla - 85363 = Desktop Diaz Gonzalez
Mi ft Virtual

Di':km“ riua c LAPTOP - Gla - 87788 =] Desktop Daphne Cannon
Mi ft Virtual

@) Di':k'°s° rua c LAPTOP - Gla - 51561 =1 Desktop Alisha Delgado
Mi ft Virtual DESKTOP - Gla -

.|croso riua c: @ =] Desktop Craft Moore

= Disk 151138
Microsoft Virtual DESKTOP - Gla -

: o . ’

Q Disk C: 191983 8 Desktop Bridgette Little
Microsoft Virtual ;

Sk c LAPTOP - Gla - 55851 [=} Desktop Reid Kennedy
Mi ft Virtual

Di's°k'°3° e c LAPTOP- Gla- 17816 =1 Desktop .

Mlcrosoft Virtual c: DESKTOP - Gla - g Desktop Gilbert Mitchell

. Disk 105881
Mi ft Virtual

Di':kmso e c LAPTOP - Gla - 16009 =] Desktop Jenkins Nixon

Space

Space

Free

42.7
GiB

Free

147.5

GiB

443 GiB

33.6GiB

41.2GiB

91.8 GiB

79.7 GiB

40.4 GiB

75.3 GiB

65.2 GiB

19.8 GiB

70.6 GiB

26.2 GiB

94.6 GiB

60.3 GiB

79.5GiB

Size Encryption Shares
465.1 1
GiB
Size Encryption Shares
150.0
; 0
GiB
126.4
. 0
GiB
127.4
0
GiB
127.4
GiB ¥
127.4
. 0
GiB
127.4
0
GiB
127.4 0
GiB
127.4
GiB 0
127.4
GiB 0
127.4
n 0
GiB
127.4
0
GiB
127.4
. 0
GiB
127.4
0
GiB
1?7.4 0
GiB
127.4
0

GiB

Last Scan

12/03/2024
21:33:33

Last Scan

16/04/2024
06:31:35

16/04/2024
06:31:35

14/08/2024
02:33:54

15/03/2024
16:51:23

13/08/2024
12:45:26

13/08/2024
23:14:36

14/08/2024
06:01:30

14/08/2024
00:15:15

14/08/2024
06:00:39

14/06/2024
11:42:11

13/08/2024
23:58:16

14/08/2024
01:02:50

16/03/2024
01:12:09

14/08/2024
08:57:41

14/08/2024
00:07:52



Type Model Letter Machine Name Machine Type Chassis Type User
Mi ft Virtual
oo c: LAPTOP - Gla - 98245 =} Desktop Carmella Griffin
Mi ft Virtual DESKTOP - Gla -
.lcroso S C: @ = Desktop Nita Perkins
2 Disk 135039
Microsoft Virtual DESKTOP - Gla -
() : [m]
Disk C 151324 =} Desktop Daphne Cannon
Microsoft Virtual c: DESKTOP - Gla - = —— N
= Disk : 142825 = SeRIop eveles
Mi ft Virtual
Di':kr°s° s c: LAPTOP - Gla - 99603 =] Desktop Ramirez Cox
Virtual HD ATA
; l_]a C: LAPTOP-Gla-18140 = Desktop Wong Hull
- Device
Microsoft Virtual DESKTOP - Gla -
Q 4 =] 1L
Disk C 139388 8 Desktop Wilkins Young
Mlcrosoft Virtual c: DESKTOP - Gla - a Deslkiop S P
. Disk 183735
Mi ft Virtual
Di':kms° P c: LAPTOP - Gla - 23539 =] Desktop Reid Velasquez
Microsoft Virtual DESKTOP - Gla -
(] G: 8 Deskt G P
Disk 196357 -~ R el
Q Microsoft Virtual c: DESKTOP - Gla - - _— i
Disk : 142944 = §
Microsoft Virtual DESKTOP - Gla -
Disk C: 114979 8 Desktop Mclean Stone

List of Servers which are not encrypted

Type Model Letter Machine Name Machine Type Chassis Type User
AWS PVDISK SCSI Disk Device C: LAPTOP - Gla - 77643 8 Other g:yy
ll;l::\iﬂceeAmazon Elastic B SCSI Disk : 1D(!)E;:(BT;)P -Gla- = ot E:!yy
List of Removable Disks in Machines

Type Model Letter Machine Name Machine Type Chassis Type User

SanDisk Ultra E: ?55:;70') R (] Notebook Connie Pacheco

RN AN RO BN BN B R B AR

Space

Space

Free

78.8 GiB

72.5GiB

68.9 GiB

36.6 GiB

55.0 GiB

17.7 GiB

69.0 GiB

50.8 GiB

66.8 GiB

9.7 GiB

89.8 GiB

66.6 GiB

Free

15.0
GiB
14.2
GiB

Free

29.8GiB

Size Encryption

127.4
GiB
127.4
GiB
127.4
GiB
127.4
GiB
127.4
GiB
49.4GiB
127.4
GiB
127.4
GiB
127.4
GiB
127.4
GiB
127.4
GiB
127.4
GiB

Size Encryption

50.0
GiB
50.0
GiB

Size Encryption

59.6 GiB

Shares

Shares

Shares

Last Scan

14/08/2024
09:32:44

14/08/2024
00:45:40

05/05/2024
05:44:46

14/08/2024
06:34:40

14/08/2024
02:25:00

30/01/2024
10:16:53

14/08/2024
06:42:17

19/02/2024
10:42:17

26/04/2024
12:21:39

14/08/2024
06:42:02

13/08/2024
22:39:55

13/08/2024
13:47:46

Last Scan

14/08/2024
08:26:36

14/08/2024
04:07:58

Last Scan

13/08/2023
18:04:56



MFA Report
List of staff Accounts without MFA enabled

User Principal Name /N

Mclean.Hewitt@GlassesDistribution.com

Todd.Matthews@GlassesDistribution.com

Vazquez.Lopez@GlassesDistribution.com

Hawkins.Sanders@GlassesDistribution.com

Tracy.Brooks@GlassesDistribution.com

User Display Name

Bridgette Perez

Ruth Cannon

Randall Spears

Thelma Sandoval

Bridget Maddox

List of Guest Accounts without MFA

User Principal Name N

Moore.Velasquez@GlassesDistribution.com

Gilbert.Barnett@GlassesDistribution.com

Patel.Dixon@GlassesDistribution.com

Wilkins.Sandoval@GlassesDistribution.com

Susanne.Pugh@GlassesDistribution.com

Augusta.Fuentes@GlassesDistribution.com

Connie.Underwood@GlassesDistribution.com

Robbie.Castaneda@GlassesDistribution.com

Alisha.Robbins@GlassesDistribution.com

Ochoa.Jones@GlassesDistribution.com

Gutierrez.Gutierrez@GlassesDistribution.com

User Display Name

Brenda Nicholson

Henson Livingston

Henson Fuentes

Hawkins Foster

Ruth Flowers

Bianca Barnett

Hewitt Goodwin

Susanne Harvey

Nita Aguirre

Paige Nixon

Daphne Vargas

MFA Enabled

©

©
©
©
©

MFA Enabled

®

@0 ®©@ @ @ ®©® ®©® ® ® @

Account Enabled

Account Enabled

v

User Type

Member

Member

Member

Member

Member

User Type

Guest

Guest

Guest

Guest

Guest

Guest

Guest

Guest

Guest

Guest

Guest

Last Sign-in

02/08/2024,16:58:10

19/12/2023, 18:29:25

14/05/2024, 09:15:00

28/07/2024,02:02:50

26/06/2024,14:03:31

Last Sign-in

27/03/2021, 14:00:43

27/07/2023, 23:18:01

25/07/2024,14:54:31

10/07/2024,19:38:44

22/04/2024, 02:59:09

09/02/2021, 15:23:23

03/07/2024, 09:05:10

23/05/2024,13:05:09

07/06/2023, 12:33:18

04/03/2021, 22:51:42

17/12/2020, 16:30:58

Methods Registered

Methods Registered



LAN Scanner

©

COONN

0s

e &

(0
(.0

(0

(0

(0

(0

TOP 1000
Type

A

CVEs

IP Address
192.168.100.23
192.168.100.40
192.168.100.2
192.168.100.6
192.168.100.3
192.168.100.1
192.168.100.7
192.168.100.11
192.168.100.209
192.168.100.4

192.168.100.8

09/08/2024, 16:30:21
Date Started

A

CVSS

Hostname MAC Address

Open Ports

6 minutes

Duration

Vendor

WatchGuard Technologies, Inc.

WatchGuard Technologies, Inc.

Hewlett Packard

Cisco Systems, Inc

Hewlett Packard

WatchGuard Technologies, Inc.

Aruba, a Hewlett Packard Enterprise
Company

Dell Inc.

Inventec(Chongging) Corporation

Cisco Systems, Inc

Cisco Systems, Inc

o 12

Online Devices

Open Ports

w

w

w

N

w

Cvss

5 days ago

Scanned

CVEs

o

o

o

o

Critical

High

M/L/N

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

0/0/0

Online

Status

®

© ®©® ® ® ® ® ©® ® ® ©



External Vulnerability Scanner

|P Vulnerabilities Web Vulnerabilities

Host CVEs Ports Apps Alerts

c0

HO
A #H### o0 1 1 0

Ports Apps Alerts

Lo CVEs

NO
Port CVEs Critical CVEs High CVEs Medium CVEs Low CVEs Banner
A 443 tep 0 cves 0 0 0 0 HTTP server (unknown) scaffolding on HTTPServer2 A
A CVEs Description PortNumber Protocol Source CPE cvss

&  Novulnerabilities detected

c3
A HiEH# AR HHEHE eane ;147 28 4 3 5
Ports Apps Alerts
L4 CVEs
NO
Port CVEs Critical CVEs High CVEs Medium CVEs Low CVEs Banner

A 80 tcp vuneravie 14 cves 3 4 3 4 Microsoft-1$/10.0 A



/A CVEs Description PortNumber

3389 icp 0 cves
/A CVEs Description PortNumber
& No vulnerabilities detected
@ Owasp 5 Alerts Uris
5 Alerts Uris Confidence Domain:

Alert

Content Security Policy (CSP) Header Not Set

Content Security Policy (CSP) Header Not Set

Content Security Policy (CSP) Header Not Set

Content Security Policy (CSP) Header Not Set

Server Leaks Version Information via "Server" HTTP Response Header Field
Server Leaks Version Information via "Server" HTTP Response Header Field
Server Leaks Version Information via "Server" HTTP Response Header Field
Server Leaks Version Information via "Server" HTTP Response Header Field
Server Leaks Version Information via "Server" HTTP Response Header Field
Missing Anti-clickjacking Header

Missing Anti-clickjacking Header

X-Content-Type-Options Header Missing

X-Content-Type-Options Header Missing

X-Content-Type-Options Header Missing

Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)
Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)
Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)

Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)

Risk
Med

Med

Med

Med

Low

Low

Low

Low

Low

Med

Med

Low

Low

Low

Low

Low

Low

Low

0 0 0
Protocol Source

0 0 0
Protocol Source

Confidence

Scan Tool: ZAP v2.12.0

Confidence |, URI
High
High
High
High
High
High
High
High
High
Med
Med
Med
Med
Med
Med
Med
Med

Med

CPE

CPE

Spiders:

+ Traditional

cvss

cvss



